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“Sapiens rule the world, because we are the only animal
that can cooperate flexibly in large numbers.”

- Harari, Sapiens

Cooperation requires trust.



Evolution of Trust
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* large-scale
* decentralized

* permission-less



A breakthrough

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcom.org

Blockchain Proof-of-work
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Principal challenge: Scalability
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Consensus protocol mania

* Different security guarantees and
decentralization

9 * How far can we go?
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Physical limits with Bitcoin security?
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Physical Limits
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Operating near physical limits
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Ledger

Blockchain
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Distributed ledger
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* Poisson process
* longest chain protocol



Private double-spend attack
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Delense: k-deep confirmation
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Nakamoto’s table

¢ = 1.0000000
€ =0.1773523
¢ = 0.0416605
¢ =0.0101008
€ = 0.0024804
¢ = 0.0006132
€ = 0.0001522
¢ = 0.0000379
¢ = 0.0000095
¢ = 0.0000024
¢ = 0.0000006

309 Adversarial power &

* Law of large numbers!

* Tolerate attack up to 50%
adversarial power



Latency and throughput
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Physical limits

Bitcoin mining rate f = 1 block/ 10 min

Bitcoin bandwidth consumption ~ 20 kbits/seconds
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1000 to 10,000 X

C =28.8 kbps C =10-100"s Mbps



Latency and throughput
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Increase mining rate f

Cryptographic puzzle:

Hash(Prev, Tx, nonce) < threshold

increase threshold = easier puzzle = increase f



Change protocol?
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Natoli & Gramoli. The balance attack against proof-of-work blockchains: The r3 testbed as an
example, 2016



1. Hard to beat longest chain design.

2. Formal security analysis required.

“Bitcoin Backbone protocol” Garray et al, 2016



2 roles of a block
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Deconstruction
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Prism
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Law of large numbers

Proposers 1000 Voter chains
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Prism: latency
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Prism: formal guarantees

Theorem:

As long as the adversarial power (3 is less than 50%, Prism is guaranteed
to:

1) confirm honest transactions with delay proportional to D and
reliability exponentially small in the bandwidth-delay product CD.

2) create a totally ordered ledger of all transactions with persistency
and liveness properties.

3) achieves optimal throughput of (1 — 5)C



Public double-spends

Proposers 1000 Voter chains

Alice pays Bob Alice pays Carol

Can we now confirm the block with 501 votes? No.

But can now confirm that one of the two blocks is in the final ledger.

Eventually will be able to confirm which one.



Prism: optimal throughput

Throughput A —— Prism (optimal)
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Prism: Sortition

Pre-mining Block

Sortition
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Fig. 11: Summary of the block structure and the sortition procedure.



Latency scaling
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Simulated Latency
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Real Implementation in Rust
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Lei Yang, .., Mohammad Alizadeh, “Prism: Scaling bitcoin by 10,000x”



The blockchain trilemma

Existing blockchains can only provide two out of three features: Blockchain Trilemma

Decentralization

Libra, EOS, Ripple

Security Scalable




The blockchain trilemma

Decentralization

EQOS, Tron, Ripple

Security Scalable




